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An [P header Protocol field value of 1 indicates that ICMP fields follow the IP header, ICMP does not use UDP:ICMP does not use TCP
ICMP packets only contain three required fields after the P header.type, code and checksum. In some ICMP packets, however
there are added filds to provide information or details on the message. For example,an ICMP redirect packet needs o include the
address of the gateway that a packetis being redirected to. Upon receipt ofthis packet, a host should add a dynamic route

entry to theirrouting tables and begin using the new routing information immediately.

Decoding ICMP Packets
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There are numerous ICMP trace files onling at wwwpacket-level.com,
Theimage above is an ICMP echo request packet, ICMP echo requests
use Type 8 and Code 0.The ICMP echo replies use Type O and Code.
By default, Windows devices pad this packet with an alphabetical pattern.
This ICMP packet was generated by the ping utity.

m Trace fle pingpkt:http:/fwwow packet-level.com/traces htm

m Ping: http:/foww packet-level com/resourcessyntax pdf
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The image above is an ICMP Destination Unreachable packet. As you can

see on the right-hand sde of this foldout,there are numerous causes for

a Destination Unreachable packet, This packet uses Type 3 and Code 3

(Port Unreachable). Furtherin the packet, there s an indication of the

port that was unreachable - NetBIOS,in this case - probably a good thing.
m Trace fileicmp-port pt:http://www packet-level comtraces htm
0 Seehittp/fwwwisi edufin-notesfianalassignments/icmp-parameters

ICMPType/Code List

Type  Name and Reference f available)
0 EchoReply RFC792
1 Unassigned
1 Unassigned
3 Destination Unreachable (RFC 792]
Code Definition
Net Unreachable
1 HostUnreachable
1 Protocol Unreachable
3 PortUnreachable
4 Fragmentation Needed and Don't Fragment was Set
5 Source Route Failed
6 Destination Network Unknown
7 Destination Host Unknown
8 Source Host lolated
9 Communication with Destination Network is Administratively Prohibited
10 Communication with Destination Host s Administratively Prohibited
11 Destination Network Unreachable for Type of Senvice
12 Destination Host Unreachable for Type of Senvice
13 Communication Administratively Prohibited
14 Host Precedence Violation
15 Precedence cutoffn effect
4 Source Quench [RFC792]
5 Redirect [RFCT92]
(ode Definition
0 Redirect Datagram for the Network (or ubnet)
1 Redirect Datagram for the Host
1 Redirect Datagram for the Type of Service and Network
3 Redirect Datagram for the Type of Service and Host
6 Altemate Host Address [JBP)
7 Unassigned

Watch for..

1 )CMP Redirectons
ICMP Redirectons are generated by routers when a packet amives for forwarding,
butthe receiving router knows there s another local router that offers an optimal
route. A high number of these indicates a possble problem with the clients'
default gateway setting,
*Inthe figure tothe right,the host (h) sends a packet to R that s
actualydestined for etwork 2R sends a edirection to the host, The
redirection includesthe address of the aptimal outer R2

1 ICMP Echo Redquests Replies
An excessive number of ICMP Echo requests may indicate a reconnaissance
probe s underway on the network. By sending these packes to various P
addresses,an atacker can leam which systems are running on the network.
Consider blocking ICMP packets from coming n through your Intermet router
*In thefigure to theright,the host (1) sends an ICMP echo request to
numerous devices on a network. Replies provide an indication of actve systems.

1 IOMP Destination Unreachable
Ahigh number of ICMP Destination Unreachable packets indicates possible
configuration problems o possibly a reconnaissance probe - someane tring
tofind out what services are loaded on a system or network. Check above.
*Inthe figure tothe rght, & host sends.a DNS query toa device that does not
support DNS services (port 53).

DNS Lookup ‘ @ (h)
O,

Type: Name and Reference (f available)
§  Eho[RFC792]
Router Advertisement [RFC 1256]
0 Router Solicitation [RFC 1256]
1 TimeExceeded RFC792]
Code Definition
0 TimetoLive exceededinTransit
1 Fragment Reassembly Time Exceeded
12 Parameter Problem [RFC792]
(ode Definition
0 Pointerindicatesthe error
1 Missing a Required Option
) Badlength
Timestamp [RFC792]
Timestamp Reply [RFC792]
Information Request [RFC 792]
Information Reply [RFC 7921
Address Mask Request [RFC 950]
Address Mask Reply [RFC 950]
9 Reserved (forSecurity) Solo]
20-29 Reserved for Robustness Experiment)(Z5u]
30 Traceroute[RFC 1393]
31 Datagram Conversion Error RFC 1475]
32 Mobile Host Redirect [David Johnson]
33 IPv6 Where-Are-You Bil Simpson]
34 IPv6 HAmHere BillSimpson]
35 Mobill Registration Request Bil Simpson]
36 Mobile Registration Reply [Bil Simpson]
37 Domain Name Request Bil impson]
38 Domain Name Reply[Bil Simpson]
39 SKIP Markson]
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ICMP

Internet Control

Message Protocol

ICMPis a protocol used for emor notification and information distribution on an intemetwork.ICMP is connectionless, residing directly
overthe IP header (without UDP or TCP), ICMP offers the following features:

-~ CMP can redirecta clent' rafic and route information to low through more optimal router.
- ICMP can send an echo request to a device to test connectivity or define a network route.

- ICMP can provide dlients with the IP address of their local router,
- ICMP can indicate network loops and fragmentation problems,

- |CMP can indicate unreachable devices and appl

RFC

cations.

ICMP s covered in detai in RFC 792, Many ICMP trace files are available online at wwwpacket:level.com,

Internet Control
Message Protocol (ICMP)
RFC 792

Address Resolution Protocol (ARP) RFC 826 :

Data Link Layer

(i.e., Ethernet, Token Ring, FDDI, etc.)

ICMP References and Resources

- RFC792:Internet Control Message Protocol
- RFC1256: ICMP Router Discovery Messages
- RFC2463: Intemet Control Message Protocol ICMPve) for the Internet Protocol Version 6 IPve) Specifcation
- RECT122: Requirements for Internet Hosts - Communication Layers
- Trace files onfine at Laura Chappell’s wwwipacket-level com,

Sample [CMP Ping Process
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Ping (Packet Internet Groper) is used to test connectivity to another device.
The Ping process uses ICMP Echo Requests (Type 8) and ICMP Echo Replies (Type )
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rﬂt n c n I Laura Chappel's Protocol Analysis Institute focuses on
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Visit Protocol Analysis Institute at
wwwpacket-level.com.

Join the Protocol Analysis Institute mailing lstfor the latest
™
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video-based training courses developed from the research
performed by the Protocol Analysis Intitute and the PAI
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= |ntrocuction o Book: Introduction to Network Analysis
Book: Advanced Network Analysis Technigues

Book: TCP/IP Analysis and Troubleshooting

Book: Hands-On Cisco: Basic TCP/IP LAN Configurations
Course: Introduction to Network Analysis

Course: Packet-Level IPv4

Course: Introduction to Cyber Crime

Course: Packet-Level DHCP

Course:Network Designs and Data Paths

Course: Packet-Level ICMP
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