
Twisted Pair, Coax,Thinnet,Fiber Twisted Pair, Coax,Thinnet,FiberPhysical

Transport

Session

Presentation

Application

E t h e rnet 2 (0800), E t h e rnet 802.3 w/ 802.2 SAP (0606), E t h e rnet 802.3 w/ 802.2 SNAP (AAAA) EType (0800)
Token Ring 802.5 w/ 802.2 SAP (0606), Token Ring 802.5 w/ 802.2 SNAP (AAAA) EType (0800)

FDDI w/ 802.2 SAP (0606),FDDI w/ 802.2 SNAP (AAAA) EType (0800)
WAN Synchronous

Data Link

LLC

Ethernet 2(8137),Ethernet 802.3 w/ 802.2 SAP (E0E0),
Ethernet 802.3 w/ 802.2 SNAP (AAAA) EType (8137),Novell Proprietary (FFFF)

Token Ring 802.5 w/ 802.2 SAP (E0E0), Token Ring 802.5 w/ 802.2 SNAP (AAAA) EType (8137)
FDDI w/ 802.2 SAP (E0E0),FDDI w/ 802.2 SNAP (AAAA) EType (8137)

WAN Synchronous

IPX

IP (Ethertype Listing 0800)

RIP - IPX Packet
Type 1,Socket

0x453

SAP - IPX Packet
Type 0,Socket

0x452

NCP - IPX Packet
Type 17,Socket

0x451

NetBIOS - IPX Pa cke t
Type 4,Socket 

0x455

SPX/SPX-2 - IPX Pa cke t
Type 5,No Specifi c

S o cket ID

Sequenced
Packet

Exchange (SPX)

NetBIOS

Netware
Core Protocol

NCP
w/o
Burst

Mode

NCP w/
Burst

Mode

Applications

Echo (ICMP 8)
Echo Reply

(ICMP 0)
Time Exceed

(ICMP 11)
ARP (ICMP

17,18)

Network

UDP (IP 17)TCP (IP 6)

RIP (UDP 520)

NetBIOS
(TCP 137-139)

NetBIOS
(UDP 137-139)

Session Data 
(NB 00)

SMB Read 
(NB 2E)

NT Create 
(NB A 2 )

Read Block 
(NB 1A)

DNS (UDP 53)
TFTP (UDP 69)

B O OTP 
(UDP 67,6 8 )

DHCP 
(UDP 67,6 8 )

SNMP 
(UDP 161,1 6 2 )
NTP (UDP 37)

Session Data 
(NB 00)

SMB Read 
(NB 2E)

NT Create 
(NB A 2 )

Read Block 
(NB 1A)

MAC

FTP (TCP 20.21)
Telnet (TCP 23)
SMTP (TCP 25)
DNS (TCP 53)

Hypertext 
(TCP 80)

RPC (TCP 111)
I n g res (TCP 134)
Lotus (TCP 1352)

OSPF(IP 89)ICMP (IP 1)

IPX Packet StructureIP Packet Structure
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Layer 7
Application

P rovides standard
s e rvices to ap p l i-
cations and end
user interfa c e s.

PLEASE DO NOT TRUST SALES PERSON’S ADVICE

Layer 6
Presentation

Pe r fo rms data fo r-
mat conve rs i o n s.
P rovides compre s-
s i o n ,e n c o d i n g ,a n d
e n c ryption of data.

Layer 5
Session

E s t ablishes sessions
b e t ween serv i c e s.
S y n c h ronizes and
p e r fo rms tra n s l a-
tions for naming
s e rv i c e s.

Layer 4
Transport

Manages con-
nections and
provides reliable
packet delivery.
Units: messages

Layer 3
Network

A d d re s s e s, ro u t e s
d a t a g ra m s.
Pe r fo rms fra g m e n-
t a t i o n , re a s s e m b l y
( I P ) .Units: packe t s

Layer 2
Data Link

Provides hard-
ware addressing
and error detec-
tion/correction.
Units: frames.

Layer 1
Physical

Defines connec-
tion,electrical,
and wiring speci-
fications. Units:
bits

TCP/IP Encapsulation

NTP

RWhois

TFTP

SNMP

BOOTP

DHCP

Mount

NFS

NTS

PMAP

RSTAT

BGP

GGP

IGRP

EGP

ICMP

ND

ARP DARP IARP RARP

OSPF RIP

CMOT

FTP

HTTP

ISO-DE

SMTP

Telnet

X Wi n d ow s

LPR

RCP

REXEC

R L O G I N

RSH

DNS

N e t B I O S

XDR

RPC

UDP

IP

TCP & UDP

TCP

Ethertype 0800 (IP),0806 (ARP),8035 (RARP)
802.2 LLC 06 (IP only)

802.2 LLC SNAP 0800 (IP),
0806 (ARP),8035 (RARP)
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