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Section 9 
Assessment Flow & Using Linux Custom Script 

 
 
We’ve covered many tools and software over the last couple of days. We’ve included even more in your 
student kit. One of the best additional items is a fully-functional script to help you use some of the 
more esoteric Linux Wireless Attack tools.  
 
In previous labs we’ve included a couple of pieces – in this section we’ve included a full long lab 
exercise to walk you through the entire script and what it can do.  
 
But first we’ll cover a process flow you can use to perform a Wireless LAN Security Assessment with 
your kit.  
 
If you want a full Penetration Test – there are some resources and other training you can attend. We’ve 
designed this course to help with the Wireless LAN component alone. 
 
 
 

 



WLSAT Section 9 

09 - Assessment Flow & Using Linux Custom Script.v7  © 2007 Institute for Network Professionals 
1/12/11 2 www.inpnet.org  •  www.HOTLabs.org  

Lab 9.1: 80h2 Custom Wireless Tools Script 
 This custom script wraps popular wireless security tools into an easier-to-use 

script that takes a lot of work out of the hands of the security auditor. 
 
 

Product Information 

Source 
Hotlabs.org 

Where, When, Why 
This script is designed to give you more time to focus on the task at hand - not 
all the syntax and details that goes into parameters needed by popular wireless 
tools.  It is designed to go along with the outline of this course and is, of 
course, optional.  Most of the tools that are in use can also be freely used from 
the command line. 

Usage and Features 
• Use Linux based wireless security auditing tools without having the need 

to fully understand the Linux environment   

Requirements / Dependencies 
• Wireless LAN Security Assessment Toolkit Laptop 
• Linux operating system 
• Wireless networking card that supports monitor and injection modes 
• Included Ubiquiti Wireless NIC 
 

Note: This script was designed specifically for the WLSAT equipment and is not 
intended to be run on any other platform! 
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What you will do in this lab: 

• Walk through the different features of the 8oh2 script 
 

Lab Part 1  

Step 1. Double-click the 8oh2 eleven icon  on the desktop.   

Step 2. The discovery part of the script is located at the top giving you 2 choices: Kismet, 
or Airodump-ng. 

  

Step 3. Type ‘K’  and hit enter  for Kismet. 

 

 Kismet will then start to discover access points and clients in the area. 

Step 4. Press ‘Q’  to stop and return to the menu. 

Step 5. Back at the menu you also have a choice to discover with Airodump-ng.  Press 
‘A’  and hit enter. 

 

 

Airodump-ng will then hop on all channels to show you the access points 
and clients in the area. 

Press CTRL + C  or close the window to stop discovering.  
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Lab Part 2 – Using the custom 8oh2 script to sniff and capture data 

Step 1. To view traffic of an open wireless network type ‘3’  and hit enter. 

 

Step 2. An airodump-ng window will appear, showing you all the networks in the area 
including their channel.  The script then asks you for input:  First hit enter  if 
you see the Airodump window. If not type ‘R’  to reload airodump. 

Step 3. Enter the channel of the target wireless network  and hit 
enter. 

Step 4. Wireshark will then appear listening to traffic on that network. 

 

Step 5. The script lets you know that it is capturing all data to a file in the /tmp 
directory and to hit any key  to return to the menu. 

Step 6. Back at the main menu you may type ‘U’ to view live communications on the 
network using Etherape. 

 



WLSAT Section 9 

09 - Assessment Flow & Using Linux Custom Script.v7  © 2007 Institute for Network Professionals 
1/12/11 5 www.inpnet.org  •  www.HOTLabs.org  

Close Etherape to return to the menu.
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Lab Part 3 – Using the custom 8oh2 script to crack WEP key encryption 

Step 1. To crack WEP key encryption type ‘1’. 

 

Step 2. Airodump will appear giving you a list of possible targets. 

Step 3. Press enter unless you need to reload airodump. 

Step 4. You will then be asked a series of questions. 

 

Enter the channel of your target access point  (my target 
“yourap” is on channel 6) and hit enter. 

Type ‘y’  to monitor only that channel. 

Type ‘y’  to launch a replay attack against the target network. 

Enter the BBID of your target access point  (found in the 
airodump window). 

Enter the SSID of your target access point  (found in the 
airodump window). 

Enter the station MAC of a client who is connected to 
the network.  Type ‘None’  to attempt a fake an association. 

Step 5. Once you hit enter, a replay attack will be launched against the target.  This 
will dramatically decrease the time it takes to collect enough IV’s to crack the 
WEP key. 
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Once an ARP packet is collected, you will notice how fast you collect #Data 
packets.   

Step 6. To crack the WEP key, return to the main menu of the script and choose ‘E’  
that is right below our current selection. 

Step 7. Select option ‘2’  to pick from a list of target MAC addresses. 

Step 8. Then you will need to give your guess as to what bit encryption is in use (there is 
no way to know so we should probably start with the weakest and move up).  
Type ‘64’  and hit enter. 

 

Step 9. Find your target access point and type the corresponding number.  In 
my case ‘yourap’ is number 4.  You should see a very large number of IV’s that 
are collected.   
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Step 10. Aircrack will work with the supplied IV’s until it has either cracked the WEP key 
or failed.  As we can see 154,825 IV’s was more than enough to crack this 64-bit 
key in 0 seconds! 

 

Step 11. Press any key  to return to the menu. 

 

Lab Part 4 - Using the custom 8oh2 script to crack WPA encryption 

Step 1. Select ‘2’  at the main menu. 

 

Step 2. Airodump will appear giving you a list of possible targets.  Press enter  unless 
you need to reload airodump. 

Step 3. You will then be asked a series of questions. 

  

 Enter the channel of your target access point. 

Answer ‘y’  to monitor only that channel. 

Step 4. Then you will be asked information regarding the access points and clients: 

Enter the BSSID of the target access point  and hit enter. 

Enter a station MAC of a connected client  and hit enter. 
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Step 5. The script will then attempt to deauth the connected client in order to listen for 
the 4-Way handshake needed for brute-forcing.  In the newer versions of 
airodump-ng it should show you when you have collected a handshake by the 
indication in the top right-hand corner: 

 

Step 6. Now that we have collected the handshake we can submit it to our script for 
bruteforcing by selecting ‘W’  at the main menu. 

 

Step 7. Choose ‘2’  to pick from a list. 

Step 8. Find your target access point and type the corresponding number.  In my case 
‘yourap’ is number 1.  You should at least 1 handshake.  Depending on the 
strength of the key used, the dictionary file being used, and the speed of your 
processor this attack will vary in time. 

 

As you can see the key has been recovered but it took 28 minutes for it to get 
to the bottom of the supplied wordlist.   

 

Lab Part 5 - Using the custom script to create a fake hotspot 

Step 1. At the main menu type ‘H’  to setup a fake hotspot. 
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Step 2. Then select 1 – Turn laptop into a captive portal  and 
follow the instructions. 

The first variable we declare is what you would like to call your access point.  
Since our page emulates a real T-Mobile Hotspot login page we can call our 
access point ‘T-Mobile’  and hit enter. 

Next we need to enter in our DHCP scope for our DHCP to properly assign 
addresses.  Make sure you separate the starting and ending addresses with 
a comma! For example if I wanted to start with address 172.16.1.100 and end 
with 172.16.1.200 I would type the following:  

DHCP Range: 172.16.1.100,172.16.1.200  

Next we will assign the address of the machine/access point so that the clients 
can appropriately view what is on our webserver by answering the next 
question What will the access point IP be? 

172.16.1.9  

Then finally we end the configuration with the desired channel of our access 
point.   

6 

NOTE: if you plan on conducting a denial of service attack to get users to 
switch to your network you might want to choose a different channel than your 
victim’s current channel.   

Step 3. Wait for the configurations to take place.  Now every person that chooses to 
connect to your access point will get assigned an IP address within the scope 
that you defined.  This script is designed to act similar to a captive portal 
meaning the clients can’t go to any website until they supply a username and a 
password.  If you connect with a different client you will see any attempt to 
go to any website will result in a ‘redirect’ to the fake T-Mobile login page.  
Since this is just a demonstration the attack does not go any further than the 
collection of usernames and passwords. 
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Once a victim browses to your site and attempts to login the information 
presented to the User Name and Password fields will be echoed on the next 
next screen: 

 

 

A simple addition of a database could be setup to easily document each 
attempt but we feel that a php script is sufficient for a demonstration.   

NOTE: This web server is designed to issue the fake T-Mobile login page but you 
can add any page you want to do the document directory of 
/usr/local/apache/htdocs/T-Mobile/T-mobile_safe or change the directory in 
the /usr/local/apache/conf/httpd.conf file to point to a different default 
page. 
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Step 4. By hitting enter  and the prompt of the custom script you can go back to the 
hotspot menu you can choose ‘L’  to view any clients that have connected to 
your access point if you wish to perform any further attacks against the 
connected hosts. 

Step 5. Once you are done conducting your attack make sure you choose option ‘D’ to 
destroy and take down the access point.  Failure to do so will result in your 
card staying in access point mode and the DHCP leases will remain recorded 
the next time you use this script. 

 

Lab Part 6 - Piggybacking a paying customer at a paid hotspot 

Step 1. All that is required to use this part of the script is a MAC address of a user who 
has already paid.  Lab 5.5 concentrated on ways to discover these addresses.  
Once you have that information use the script to enter that MAC address and 
assume the IP address of the paid customer. 

 

Once you enter the MAC address of the paid customer then you should be able 
to use their services.  This script can also be used to quickly change your IP 
address but keep in mind this script is designed for use with the eth1 interface.   

 

Lab Part 7 - Deauthing a wireless client 

Step 1. Select option ‘D’  to deauth one station.  Airodump-ng will appear so that you 
can select your target.  

  

  

Step 2. Pick a target  from the STATION list. 

Step 3. The custom script is waiting for you to input your targets BSSID (the access points 
MAC), and the victim station MAC.  Enter them in  and press enter  to 
see the attack take place.   
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Lab Part 8 - Disrupt service to everyone on a network 

Step 1. Select option ‘Dx’. 

Step 2. Airodump-ng will appear giving you a list of possible targets.  

Step 3. All you have to do is pick one STATION on a network by supplying the script with 
the MAC address of that station and the channel they are on. 

 

Step 4. Once you supply that information, every client that is on that network will stop 
transmitting packets.  

Step 5. Press Ctrl + C  to stop the attack as it is a persistent attack 

  

 
 

 


